PRIVACY NOTICE FOR CANDIDATES

Stronachs LLP is a “data controller”. This means that we are responsible for deciding how we hold and
use personal information about you. This privacy notice makes you aware of how and why your
personal data will be used, namely for the purposes of the recruitment exercise, and how long it will
usually be retained for.

The kind of information we hold about you

Personal data, or personal information, means any information about an individual from which that
person can be identified. It does not include data where the identity has been removed (anonymous
data). There are “special categories” of more sensitive personal data which require a higher level of
protection, such as information about a person’s health or sexual orientation. We may collect, store,
and use the following categories of personal information about you:

Contact details

e Name, title, addresses, telephone numbers, and personal email addresses

Biographical details

e identity documentation such as passports, driving licence, or other ID / utilities bills and bank
statements and right to work documentation

e CVand employment/education/qualifications history; references; recruitment records

e lLaw Society registration details

Special category

e Health information
e Criminal convictions and offences

How is your personal information collected?

We collect personal information about workers through the application and recruitment process,
either directly from candidates or sometimes from an employment agency or background check
provider. We may sometimes collect additional information from third parties including former
employers or other referees, credit reference agencies or other background check agencies. We will
collect additional personal information in the course of any job interview.

How we will use information about you
We will only use your personal information when the law allows us to.

We will use the personal information we collect about you to:
e Assess your skills, qualifications, and suitability for the role.
e Carry out background and reference checks, where applicable.
e Communicate with you about the recruitment process.
e Keep records related to our hiring processes.



e Comply with legal or regulatory requirements.

We need to process your personal information to decide whether to enter into a contract with you. If
you fail to provide information when requested, which is necessary for us to consider your application
(such as evidence of qualifications or work history), we will not be able to process your application
successfully.

We will use information about your health or disability status to consider whether we need to provide
appropriate adjustments during the recruitment process, for example whether adjustments need to
be made during a test or interview. We will use information about criminal convictions where this is
necessary for the role to determine whether your appointment should be confirmed.

Automated decision-making
We do not envisage that any decisions will be taken about you using automated means. However, we
will notify you in writing if this position changes.

Data sharing

We may have to share your data with third parties, including third-party service providers. We require
third parties to respect the security of your data and to treat it in accordance with the law. We may
transfer your personal information outside the UK. If we do, you can expect a similar degree of
protection in respect of your personal information.

We will share your personal information with third parties where required by law, where it is necessary
to administer the working relationship with you or where we have another legitimate interest in doing
so. “Third parties” includes third-party service providers (including contractors and designated
agents). The following activities are carried out by third-party service providers: payroll, pension
administration, benefits provision and administration, IT services, cyber security services, money
laundering compliance, tendering for contracts, training providers, online subscriptions and
marketing. All our third-party service providers are required to take appropriate security measures to
protect your personal information in line with our policies. We do not allow our third-party service
providers to use your personal data for their own purposes. We only permit them to process your
personal data for specified purposes and in accordance with our instructions.

We may share your personal information with other third parties, for example in the context of the
possible sale or restructuring of the business. In this situation we will, so far as possible, share
anonymised data with the other parties before the transaction completes. Once the transaction is
completed, we will share your personal data with the other parties if and to the extent required under
the terms of the transaction.

We may also need to share your personal information with a regulator or to otherwise comply with
the law. This may include making returns to HMRC, the ICO, and the Law Society of Scotland.

Data security

We have put in place measures to protect the security of your information. Details of these measures
are available on the intranet, in our Data Protection Policy, and from the Compliance Officer, David
Chalmers. Third parties will only process your personal information on our instructions and where
they have agreed to treat the information confidentially and to keep it secure. We have put in place
security measures to prevent your personal information from being accidentally lost, used or accessed
in an unauthorised way, altered or disclosed. In addition, we limit access to your personal information
to those employees, agents, contractors and other third parties who have a business need to know.



They will only process your personal information on our instructions and they are subject to a duty of
confidentiality.

We have put in place procedures to deal with any suspected data security breach and will notify you
and any applicable regulator of a suspected breach where we are legally required to do so.

Data retention

We will only retain your personal information for as long as necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, accounting, or reporting
requirements. Details of retention periods for different aspects of your personal information are
available in our retention policy which is available from the Compliance Officer, David Chalmers. To
determine the appropriate retention period for personal data, we consider the amount, nature, and
sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your
personal data, the purposes for which we process your personal data and whether we can achieve
those purposes through other means, and the applicable legal requirements.

In some circumstances we may anonymise your personal information so that it can no longer be
associated with you, in which case we may use such information without further notice to you. Once
you are no longer an employee, worker or contractor of the company we will retain and securely
destroy your personal information in accordance with our data retention policy.

Your rights in connection with personal information
Under certain circumstances, by law you have the right to:

e Request access to your personal information. This enables you to receive a copy of the
personal information we hold about you and to check that we are lawfully processing it.

e Request correction of the personal information that we hold about you. This enables you to
have any incomplete or inaccurate information we hold about you corrected.

e Request erasure of your personal information. This enables you to ask us to delete or remove
personal information where there is no good reason for us continuing to process it. You also
have the right to ask us to delete or remove your personal information where you have
exercised your right to object to processing.

e Object to processing of your personal information where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular situation which
makes you want to object to processing on this ground. You also have the right to object
where we are processing your personal information for direct marketing purposes.

¢ Request the restriction of processing of your personal information. This enables you to ask
us to suspend the processing of personal information about you, for example if you want us
to establish its accuracy or the reason for processing it.

¢ Request the transfer of your personal information to another party.

In the limited circumstances where you may have provided your consent to the collection, processing
and transfer of your personal information for a specific purpose, you have the right to withdraw your
consent for that specific processing at any time.

You have the right to make a complaint at any time to the Information Commissioner’s Office (ICO),
the UK supervisory authority for data protection issues.



If you wish to exercise any of the rights listed above, please contact David Chalmers, Compliance
Officer.

Changes to this privacy notice
We reserve the right to update this privacy notice at any time, and we will provide you with a new
privacy notice when we make any substantial updates. We may also notify you in other ways from

time to time about the processing of your personal information.

If you have any questions about this privacy notice, please contact David Chalmers, the firm’s
Compliance Officer, whose contact details are data@stronachs.com.
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